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Abstract:  Impressed current cathodic protection (ICCP) for reinforced concrete structures is a proven 
technology which has provided long-term corrosion protection to large numbers of bridges and wharves across 
Australasia.

One of the main challenges associated with ICCP systems are the ongoing maintenance requirements over 
the design life of the system. In terms of continuity over a system’s service life, it has sometimes been 
problematic for successive maintenance managers to access all relevant data to correctly operate their 
systems.  

Recent advances in communications hardware and software, particularly in terms of improved reliability and 
lower costs, has provided new opportunities for the development of reliable online monitoring systems which 
can provide an effective platform for the ongoing maintenance of corrosion protection systems.

This paper includes an example of an online platform known as CPMS (Cathodic Protection Management 
System) which is used by several asset owners in Australia. This integrated system manages historical 
documentation and records for the structure(s) including original specifications, as-built drawings, maintenance 
records and performance records.   

Another key attribute of CPMS is its capability for live monitoring (via a modem) of cathodic protection current 
delivery to the structure(s) and the ability to perform remote functional checks of CP system performance. 
These features allow asset managers to confirm in real time that their CP systems are operational, and in the 
case of faults, can rely on an alarm function to be notified of the fault.    

This paper provides an overview description of CPMS and the advantages it offers for asset managers who 
operate individual or multiple cathodic protection systems.
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1. Introduction

The application of impressed current cathodic protection (ICCP) is a well-established technology in Australia 
for the protection of reinforced concrete structures from corrosion. Over the past three decades, this technology 
has been effectively applied to large numbers of structures such as bridges, wharves and jetties located in 
coastal environments around the country. 

One of the primary requirements of ICCP systems is to provide continuous cathodic protection current for the 
life of the system. For this reason, the decision to install an ICCP system must incorporate a sustainable long-
term plan for the effective monitoring and maintenance of the system over the life of the asset.  

In practice, the maintenance of CP systems has often been considered a complex task by asset maintenance 
managers due to a multitude of reasons separate from the cathodic protection technology. One of the primary 
criticisms was the overwhelming amount of monitoring data and engineering consultants reports which clouded 
the prioritisation of tasks and the ability to establish a sound and clear maintenance program. There was also 
an added layer of complexity in situations where asset managers oversee multiple CP systems with different 
control systems from different manufacturers. 

The development of an online platform in 2013 known as CPMS (Cathodic Protection Management System) 
was the first attempt to provide a simplistic and effective platform for the long-term maintenance of ICCP 
systems. The aim of the initial CPMS was to consolidate all system data, including historic information such 
as construction drawings, commissioning reports, monitoring reports, and maintenance information into one 
secure online database. This information was then used to develop a systematic monitoring and maintenance 



program for the CP system(s) and also aid in the handover and transfer of information between successive 
managers of these systems.

The subsequent development of CPMS incorporated a portal which could remotely access system data in real 
time. For users, this allowed the capability to verify the continuous delivery of protection current to a structure. 
This function also provided notifications to asset managers in case of any electrical faults or disruptions to 
system operation, and this eliminated the risk of having no CP protection to a structure for a long duration of 
time.

The latest advancements in the CPMS platform included the capability to remotely check performance of 
system operating parameters and carry out the remote testing via the platform. While remote monitoring and 
control for ICCP installations has been available in Australia for the past 20 years, this technology was complex 
and had a reliance on proprietary software and hardware. Maintenance costs were often higher due to the 
requirement for continuous upgrades of computers, modems and specialised skills for system operation. 

Recent developments in high precision digital control buck converters, combined with improvements in the 
reliability and quality of components such as industrial computers, modems, routers and switches… etc has 
allowed for the remote monitoring and control functions to be incorporated into any existing ICCP hardware. 
Subject to the hardware configuration, this technology can improve connectivity and provide full remote 
monitoring and control functionality without the use of any proprietary hardware or software, and without the 
need of any specialist knowledge to operate the ICCP system. 

This paper will examine the latest practices in the management of cathodic protection systems which has been 
significantly driven by the adoption of remote monitoring and control capabilities. Further, this paper will review 
the Cathodic Protection Management System (CPMS) platform which has been already adopted by numerous 
infrastructure asset owners in Australia. 

2. Background 

Cathodic protection technology is highly effective in preventing chloride induced corrosion in reinforced 
concrete structures, particularly for the most susceptible concrete elements situated in tidal and splash zones. 
The application of cathodic protection current promotes the production of hydroxyl ions at the steel-concrete 
interface and this process stabilises the protective passive film on the steel bars [1]. This outer layer on the 
steel surface inhibits the formation of anodic and cathodic sites on the embedded steel and this stops the 
corrosion reaction.   

The direct effect of cathodic protection is the shifting the steel potential to more negative values, which inhibits 
the corrosion of the reinforcing steel, and moves the chloride ions away from the steel towards the anode [2].

To monitor the required shift in steel potential, reference electrodes are installed/embedded in concrete 
elements is an integral part of cathodic protection system monitoring and operation [3]. The significance of 
steel potential measurements is that they can reveal the anodic or cathodic behaviours of the embedded steel 
at the specific test locations where the references are embedded. This is the most practical and reliable method 
to assess the performance of a cathodic protection system and the relevant process is detailed in Australian 
Standard AS 2832.5 – 2008 (R2018). 

The potential measurements indicate whether the steel is likely to be susceptible to the initiation of corrosion 
and whether ‘cathodic polarisation’ is being safely and adequately achieved by the ICCP system.

3. Operation of Impressed Current Cathodic Protection Systems
 
3.1 Adoption of ICCP 

The primary objective of the hardware of a cathodic protection system is to impress CP current to the protected 
elements of the structure on a constant and ongoing basis. 

An equally important requirement of cathodic protection is to have the correct monitoring and maintenance 
procedures in place so that the CP system operates adequately over the life of the asset.  

However, for some infrastructure managers the expected future maintenance requirements associated with 
the adoption of cathodic protection has caused them to opt for less effective and reliable corrosion protection 
treatments. The recurring reason which was often noted by infrastructure managers was the perceived 



complexity of managing ICCP systems on an ongoing basis. At times, can be problematic for on-site personnel 
to carry out simple verifications of system functionality as specific software and hardware knowledge was 
required to connect to these systems.

In recent years, the industry has addressed some of the concerns. A new generation of control systems, aimed 
at improved connectivity and useability by site personnel and asset managers have now begun to enter service.

Figure 1   Modern transformer/rectifier units and control units have addressed some of the shortcomings of the earlier 
generation of cathodic protection systems related to system connectivity and ease of testing. 

3.2 Cathodic Protection Management System

The CPMS platform integrates and consolidates CP system data to be more meaningful and suited to the 
requirements of infrastructure managers. This includes status reports for each individual CP system and the 
incorporation of maintenance and system testing schedules.    

Another key aspect of CPMS is the online portal for monitoring the delivery of CP protection current to the 
structure(s). The monitoring system incorporates an alarm function which immediately notifies of any 
interruption to CP current delivery. The alarm function sends an email notification to the infrastructure manager 
and the CPMS administrator so that the fault/issue and be promptly assessed. This is a new development 
which provides live status information related to the functionality of the CP system.

A third-tier feature of CPMS is the compilation and storage of all system documentation in digital online format. 
The information is securely stored on the CPMS server and is available on a long-term basis to successive 
asset managers for the purpose of simplifying handover duties and the transfer of information.  

3.3 Development of Management Platform

The CPMS platform was initially developed in 2013-2017 by conducting a detailed assessment of the problems 
identified by asset managers and having open discussions with the system designers.

Case studies [4] were conducted to identify issues and potential opportunities as noted by asset managers. 
Some of the areas for improvement were:  

o Benefits of a common consolidated document procedure – The documentation for CP systems was 
comprised of a collection of reports from different engineering consultants, and often prepared for previous 
employees who may no longer be engaged in the same role. Reports, drawings and specifications were 
often stored as paper documents on office bookshelves.

o Need for an easy to maintain and user-friendly digital ecosystem – The system components in the 
Transformer Rectifier Units (TRUs) were often from different manufacturers and operated on different 
software. Under these circumstances, for personnel carrying out even simple verifications of system 



functionality, a level of specific communication software and hardware knowledge was required to dial 
into these systems. 

o Issues with interruptions to connectivity – Dial in and modem capability and advancements in 
communications providers coverage including phased rollouts of communication technology has required 
updates and/or upgrades of older communications hardware inside the TRU.    

o Alarm/notifications when CP current is interrupted or discontinued – Older generation CP systems without 
remote connectivity required a consultant/CP Engineer to visit site to verify system operation. Without a 
remotely activated alarm/notification system, large periods of time could elapse before any fault(s) were 
identified and rectified. This was also applicable for simple power supply failures as there was no practical 
means for asset managers to confirm system operation. This was especially problematic for CP 
installations in remote locations. 

On this basis, the CPMS platform consolidated several components to meet client requirements. The key 
components of the initial system design were: 

 An online platform consolidating all information for individual or multiple CP systems in one user-friendly 
digital interface. The platform eliminated the need for any hardcopy reports.
 

 Secure (password protected) online access for asset managers and nominated personnel involved with 
each CP system. 

 Secure digital storage for all relevant and historic CP system information including the original construction 
drawings, operation manuals, specifications, commissioning reports, maintenance records and monitoring 
reports. 

 Online verification of CP current delivery to the structure(s). This verification capability is available at any 
time requiring only an internet connection (no need for any special modems or manufacturer software). 

 Alarm functions/notifications for any problems related to interrupted CP current delivery to the structure(s).

 An up-to-date and simplistic Status Report for each CP system suitable for maintenance and budget 
planning.

4. System Interface 

4.1 Individual System

The main page of CPMS was designed to provide a global view of the status and performance of a CP system. 

An example of the main page of CPMS for an individual CP installation is shown below.



CPMS - Cathodic Protection Management System
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Figure 2   Example of main page of CPMS. This page is setup to monitor one CP-protected structure.

The interface has tabs for direct access to all system information, including:

System Data: Original drawings, construction & monitoring reports, commissioning reports, operation manuals, 
warranty information, manufacturer details, site photos, and other key system data.

Monitoring Data: This information is stored in chronological order over the design life of the CP system. The 
documentation/reports include functional check reports, monitoring reports, annual audits of system 
performance and site inspection records.  

Live Monitoring: This advanced capability allows asset managers to check, in real time, whether the ICCP 
system is providing protection current to the structure. This function can provide assurance to asset managers 
that the CP system is operational and any faults with the electrical power are immediately identified and a 
notification is sent to alert of the issue.

Photo ID and Location Map: This information is especially useful for new asset managers who are in the 
process of familiarisation and handover of duties for maintenance of operating CP systems. 

System Status Bar: Notifies the user of the operational status of the CP system and any current/active 
maintenance issues. This information is updated by a CP Engineer and is in accordance to the maintenance 
program for the system.  

ICCP systems operating on infrastructure assets typically have some zones of protection in the tidal and splash 
areas of the structure. As part of routine testing of these systems, the level of the tide should be coordinated 
with the timing of the testing so that the CP current can be adjusted suitably to the applicable protection criteria. 
This practice during testing will ensure that the structure is not receiving CP current to the degree of over-
protection or under-protection [5]. For individual or multiple ICCP systems, this method provides a more 
meaningful and accurate assessment of monitoring data and is discussed further in section 6 of this paper.



4.2 Multiple Systems

CPMS can be setup for multiple systems operating on various structures and can provide a global view of the 
status and performance of each CP installation.  An example of the main page of CPMS setup for three 
systems is demonstrated below.

CPMS - Cathodic Protection Management System
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Figure 3  Example of main page of CPMS. This page is setup for three CP-protected structures which are displayed side-
by-side. The System Status bar for structure 1 notifies the user of current maintenance. 

The monitoring of system performance of ICCP installations is based on the relevant standard for cathodic 
protection of steel in concrete, Australian Standard AS 2832.5-2008 (R2018) [6]. The standard sets out the 
criteria used for system testing and adjustment of CP current. For the main decay criterion, the monitoring 
procedure involves measuring the difference in potential between each reference electrode and the reinforcing 
steel immediately after switching OFF the cathodic protection current, and again after 4 / 24 / 72 hours after 
switching OFF the current.

5. Implementation of New Features

The CPMS platform aimed to improve useability for asset managers, and this led to the development of a one-
page system (performance) summary which can be gleaned by the asset manager in a short period of time, 
while increasing the value that can be gained from key information/data from system operation. An example 
of a Live Monitoring portal information page is shown below.



CPMS - Monitoring and Maintenance Plan
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Figure 4  Example of the Live Monitoring portal in CPMS. This page provides key system operational information for a 
CP system. The data accessible via live monitoring can be selected to suit the technical attributes of each CP system. 

Monitoring Program:
ID Structure O N D J F M A M J J A S O N D J F M A M J J A S O N D

B1001 Structure A
B7012 Structure B
B5902 Structure C

Legend:

Functional Check
System Performance
System Review 
Site Inspection
Task Completed

CPMS - Monitoring Program
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Figure 5  Example of a simplified monitoring program incorporating functional checks for three CP installations.  

6. Technical Improvements – Current and Ongoing

The CPMS platform was further developed in 2017-2021 jointly with MicroNex Technologies. The designs 
continually aimed to increase reliability of the modem connections and improved suitability of technical 
components. Some of the innovative gains have allowed for higher accuracy when testing and adjusting ICCP 
systems, and new flexibility of incorporating solar powered and battery powered CP applications by harnessing 
new advancements and lower costs of using lithium-ion battery technology. A summary of the current and 
ongoing adaptations and improvements to the CPMS platform are outlined below:



Improvements in reliability – System verification tasks can be carried out with only an internet connection. The 
upgrades have eliminated the need for special modems or software from the manufacturer to be installed on 
asset manager’s computer.

Interchangeable and non-proprietary components inside the control system – While the advantages of remote 
monitoring and control are essential for optimal system adjustment and full assurance of continuity of cathodic 
protection current delivery, this function has in the past been overshadowed by frequent failures and high costs 
to maintain systems with complex proprietary software and hardware. 

The latest advancements in design have been based on using heavy duty, low heat and interchangeable 
components for cathodic protection system control units. The interchangeability of components using modular 
design assembly has made the entire process of maintaining and upgrading ICCP systems simpler and more 
cost efficient. 

Increased accuracy for decay testing – The majority of impressed current cathodic protection systems in 
Australia are designed to protect the tidal and splash zones of concrete infrastructure. In these environmental 
conditions, with the daily wetting and drying of concrete, the tidal variations greatly impact on the performance 
of the cathodic protection system. This can be assessed in the monitoring and decay testing data. During 
decay testing, switching OFF the current causes the reinforcing steel to become depolarised. The potential 
relative to the reference electrode becomes less negative, therefore, these measurements (Instant OFF and 
24h/72h OFF) provide an indication of the extent to which the CP system is functioning in accordance to the 
applicable standards. In order to perform the test correctly, it is essential that the difference of potential over 
the test period is measured under exactly the same tidal conditions and in most cases over 24 hours and 72 
hours period. 

Remote monitoring access for system testing, in conjunction with the data related to the daily tidal levels for a 
particular structure, allow for selection of the exact timing to switch OFF the system and to retrieve the initial 
Instant OFF data and subsequent 24 or 72 hour data at the correct tidal levels. 

On-demand remote system verification and fewer site visits to the control system - Following CP system testing 
and adjustment as applicable (based on the applicable standard), additional verifications of current and voltage 
can be performed at a later time to assess whether the level of current adjustment was sufficient to deliver the 
optimum corrosion protection. The reliable access to system data over the testing period and subsequent 
verification of data after current adjustment cannot be achieved by work personnel performing this test 
manually on-site as physical attendance is required every time for the testing period. The reliable access to 
remote data contributes substantially to accurate system testing and consequently to improve corrosion 
protection of the structure. 

CPMS and solar powered CP systems for remote locations - The use of solar power for impressed current 
cathodic protection systems is not a new concept. The technology can eliminate the need for permanent 230 
VAC power supply and can rely on solar power to deliver CP current to the structure.

The connection of CPMS to solar powered sites (often in remote locations where mains power is unavailable) 
can allow for verification of CP system operation at all times. Recent developments in high precision digital 
control buck converter technology, lithium-ion battery technology, improved phone regional coverage, and 
increased efficiency of modems and communications components have led to the development of a reliable 
monitoring capability for solar powered ICCP systems.

7. Summary

A significant challenge associated with impressed current cathodic protection is the ongoing maintenance of 
operating systems, which can often extend over a system’s design life of 30 years or more and the ability for 
successive maintenance managers to access all of the relevant data to operate their ICCP systems over that 
period.

Cathodic Protection Management System (CPMS) was initially designed as an internet-based monitoring and 
maintenance tool for ICCP systems. The continual development of the platform increased the reliability and 
ease of system verification checks using more reliable modem and communications technology. The latest 
capability of CPMS allows for remote system testing and adjustment of current as per the applicable Australian 
Standard for cathodic protection of steel in concrete.



The overall benefit has been clearer and more efficient monitoring and maintenance of impressed current 
cathodic protection (ICCP) systems. The CPMS platform has effectively addressed some of the perceived 
shortcomings associated with maintenance planning for ICCP systems. This management tool and its 
associated benefits has generally promoted the adoption of cathodic protection technology for reinforced 
concrete assets in marine environments.
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